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This privacy policy (“Privacy Policy”) describes Your privacy rights, the types of 

information We may collect from You or that You may provide when You visit the 

Website owned or operated by Us on which this Privacy Policy appears and the 

Services provided on the Website. They also describe as best as possible our policies and 

procedures for the collection, use, maintenance,  and disclosure of Your 

information. This Privacy Policy does not apply to information collected by (a) Us 

offline or (b) any third party, including through any application or content that may 

link to or be accessible from or through the Website or any other platform. 

 

Please read this Privacy Policy carefully to understand Our policies and practices 

regarding Your information and how We will treat it. We use Your information to 

provide and improve the Services. By accessing or using the Services, You agree to 

this Privacy Policy. If You do not agree with our policies and practices, do not access 

or use the Services. This Privacy Policy may change from time to time (see Changes to 

This Privacy Policy). 

 

 

 

Definitions 

 
The capitalized words shall have the following meanings as used in this Privacy 

Policy. The following definitions shall have the same meaning regardless of whether 

they appear in singular or in plural. For the purposes of this Privacy Policy: 

 

a. Account means a unique account created for You to access Our Services or parts 

of Our Services. 

 

b. Company (referred to as either “the Company”, “We”, “Us” or “Our” in this Privacy 

Policy) means Hackerlink Limited. 

 

c. Cookies means small files that are placed on Your computer, mobile device or any 

other Device that You use to access or use the Website or Services. 

 

d. Developer means individuals or organizations who actively engage with Our 

Services and contribute to the development, creation, or enhancement of Our 

platform. Developers may include coders, programmers, software engineers, 

designers, content creators, and other professionals involved in the technical 

aspects of Our Services. 

 

e. Device means any device that can access the Services such as a computer, a cell 

phone or a digital tablet. 

 

f. Personal Data means any information relating to an identified or identifiable 

natural person (i.e. a person who can be identified, directly or indirectly, in 

particular by reference to an identifier such as a name, an identification number, 

location data, an online identifier or to one or more factors specific to the physical, 

physiological, genetic, mental, economic, cultural or social identity of that 

natural person) or that is protected as personal data or personal information 

under laws that apply to Us. 
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g. Services means the Website and any profile creation, Hackathon, BUIDL, and 

grant services or other services provided on, through or from the Website. 

 

h. Service Provider means any natural or legal person who processes Personal Data 

on behalf of the Company, including third-parties or individuals employed by the 

Company to provide the Services on behalf of the Company, to perform additional 

services related to the Services or to assist the Company in analyzing how the 

Services are used. 

 

i. Third-party Social Media Service refers to any website or any social network 

website through which a User can log in or create an Account to use the Services. 

 

j. Usage Data refers to data collected automatically, either generated by the use of 

the Services or from the Services infrastructure itself (for example, the duration 

of a page visit) as further described in the Section entitled Usage Data below. 

 

k. Website refers to https://dorahacks.io and any other website on which this 

Privacy Policy is posted. 

 

l. User means any Website visitor or person who registers for, accesses or uses the 

Services, except for Developers. 

 

m. You means the individual accessing or using the Services, or the company or other 

legal entity on behalf of which such individual is accessing or using the Services, 

as applicable. 

 

 

 

Children’s Privacy 

 
The Services are not intended for children under 16 years of age. No one under age 

16 may provide any Personal Data to or through the Services. We do not knowingly 

collect Personal Data from children under 16. If You are under 16, do not (a) access or 

use the Website or the Services without parental or guardian consent or provide any 

information on this Website or through the Services or (b) provide any information 

about Yourself to Us. By accessing or using the Services, You confirm that You are at 

least 16 years old or that You have obtained parental or guardian consent to provide 

Us with Your Personal Data. If We learn We have collected or received Personal Data 

from a child under 16 without verification of parental consent, We will delete that 

information. If You believe We might have any information from or about a child under 

16, please contact Us at support@dorahacks.com. 

 

 

 

Collecting and Using Your Personal Data 

 
While using Our Services, We may collect several types of information from and about 

You, and We may ask You to provide Us with certain information, including Personal 

mailto:support@dorahacks.com
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Data. We collect this information directly from You when You provide it to Us and 

automatically as You navigate through the Website and Services.  

 

We may collect several types of information from and about Users and Developers, 

including, but not limited to, certain Personal Data (such as name, email address, 

location (city), phone number, user blockchain addresses, GitHub account information 

(including GitHub ID), account username, user handle and password, user profile data 

(including, but not limited to, social media account information (e.g., Twitter, LinkedIn, 

GitHub, WeChat, Telegram, etc.)), and personal introduction about the users (including, 

but not limited to, skills, area of interest)) and other information including, but not 

limited to, nickname, Usage Data, crypto domain name, past projects, competitions, 

user participation in platforms events (including, but not limited to, hackathons, grants, 

grant DAOs bounties), user idea sharing, user donation and voting and polling history 

and users’ vcDORA balances. 

 

This Personal Data may be collected in connection with the following activities: 

Registration Data: This includes Your name, email and other information provided 

when You register to create an Account. 

Use of the Services: We collect Personal Data in connection with Your Use of the 

Services, including This Personal Data may include the following: user blockchain 

addresses, GitHub account information (including GitHub ID), account username, 

user handle and password, user profile data (including, but not limited to, social 

media account information (e.g., Twitter, LinkedIn, GitHub, WeChat, Telegram, 

etc.)), and personal introduction about the users (including, but not limited to, 

skills, area of interest)) and other information including, but not limited to, 

nickname, Usage Data, crypto domain name, past projects, competitions, and 

information relating to User participation in platforms events. 

Registration Data: This includes Your name, email and other information provided 

when You register to create an account.  

User Content: This includes any content, information, videos, audios, text or other 

materials that You provide or post to the Website or Services. 

Commercial or Transaction Data: This includes any records of any transactions You 

engage in using the Services including, if applicable, any credit card or payment 

data if used to pay for Services. 

Communications 

KYC Information: We may collect additional information regarding Your identity as 

necessary to comply with applicable laws, such as Your name, birthdate, passport 

or driver’s license. 

. 

 

 

 

Usage Data 

 
Usage Data is collected automatically when using the Services. Usage Data may 

include information such as Your Device’s Internet Protocol address (i.e. IP address), 

browser type, browser version, the pages of Our Services that You visit, the time and 

date of Your visit, the time spent on those pages, unique device identifiers and other 

diagnostic data. 

 

When You access the Services by or through a mobile device, We may collect certain 
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information automatically, including, but not limited to, the type of mobile device 

You use, Your mobile device unique ID, the IP address of Your mobile device, Your 

mobile operating system, the type of mobile Internet browser You use, unique device 

identifiers and other diagnostic data. 

 

We may also collect information that Your browser sends whenever You visit Our 

Services or when You access the Services by or through a mobile device. 

 

Usage Data helps Us to improve the Services and deliver a better and more 

personalized service, including by enabling us to estimate size and usage patterns, 

store information about Your preferences, customize the Services according to Your 

individual interests, speed up Your searches and recognize You when You return to 

Our Website. 

 

 

 

Tracking Technologies and Cookies 

 
a. Currently, Our systems do not recognize browser “do-not-track” requests. You 

may, however, disable certain tracking as discussed in this section (e.g., by 

disabling cookies), but such disabling may impair use of the Services. 

By accessing or using the Website or Services, You consent to use of such     

cookies and tracking technologies by Us and our Service Providers.
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b. We use Cookies and similar tracking technologies to track the activity on Our 

Services and store certain information. Tracking technologies used include 

beacons, tags and scripts to collect and track information and to improve and 

analyze Our Services. The technologies We use may include: 

 

i. Browser Cookies. You can instruct Your browser to refuse all Cookies or to 

indicate when a Cookie is being sent. However, if You do not accept Cookies, You 

may not be able to use some parts of Our Services. Unless You have adjusted 

Your browser setting so that it will refuse Cookies, our Services may use 

Cookies. Cookies can be “Persistent” or “Session” Cookies. Persistent Cookies 

remain on Your personal computer or mobile device when You go offline, while 

Session Cookies are deleted as soon as You close Your web browser. We use 

both Session and Persistent Cookies for the purposes set out below: 

 

A. Necessary/Essential Cookies (Session Cookies). These Cookies are essential 

to provide You with services available through the Website and to enable 

You to use some of its features. They help to authenticate Users and prevent 

fraudulent use of Accounts. Without these Cookies, the services that You have 

requested cannot be provided, and We only use these Cookies to provide You 

with those services. 

 

B. Notice/Acceptance Cookies (Persistent Cookies). These Cookies identify if 

Users have accepted the use of Cookies on the Website. 

 

C. Functionality Cookies (Persistent Cookies). These Cookies allow Us 

to remember choices You make when You use the Services, such as 

remembering Your login details or language preference. The purpose of these 

Cookies is to provide You with a more personal experience and to avoid You 

having to re-enter Your preferences every time You use the Services. 

 

ii. Web Beacons. Certain sections of the Website and our emails may contain small 

electronic files known as web beacons (also referred to as clear gifs, pixel tags 

and single-pixel gifs) that permit the Company, for example, to count users who 

have visited those pages or opened an email and for other statistics related 

to the Services (for example, recording the popularity of a certain section and 

verifying system and server integrity). 

 

For more information about the Cookies We use and Your choices regarding Cookies, 

please visit the Cookies Policy at our website. 

 

 

    Sources of Your Personal Data 

 

We use different methods to collect your Personal Data, including: 

• Directly from you (e.g., account creation) 

• Automatically from your use of the Services (e.g. Cookies/tracking 

technologies) 

• From third parties (e.g., payment processors, platform partners, 

analytics providers) 
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Use of Your Personal Data 

 
The Company may use Your information (including Personal Data) for the 

following purposes: 
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a. To provide, maintain and improve our Services, including to monitor the 

usage of our Services, provide support and respond to Your 

customer service and other inquiries. 

 

b. To open and manage Your Account, including, but not limited to, to open and 

manage Your registration as a User of the Services. The Personal Data You provide 

can give You access to different functionalities of the Services that are available 

to You as a registered User. 

 

c. To create profiles for Yourself as a User of the Services. 

 

d. For the performance of a smart contract, including, but not limited to, the 

development, compliance and undertaking of the smart contract for the Services. 

 

e. To contact You regarding updates or provide informative communications related 

to the functionalities, products or Services, including security updates, when 

necessary or reasonable for their implementation. 

 

f. To provide You with news, special offers and general information about other 

projects, services and events which We offer that are similar to those that You 

have already viewed or inquired about unless You have opted not to receive 

such information. 

 

g. To respond to and manage Your requests to Us. 

 

h. To comply with any court order, law, regulation, investigation, subpoena, 

order of a court, tribunal or other administrative or governmental authority, 

or legal process, including to respond to any government or regulatory 

request, in accordance with applicable law. 

 

i. To enforce or apply Our Terms of Service  and other agreements with You. 

 

 

j. To protect the rights, property, or safety of the Company, Our Users, 

Developers or others. 

 

 

k. For business transfers: We may use Your information to evaluate or conduct a 

merger, divestiture, restructuring, reorganization, dissolution or other sale or 

transfer of some or all of Our assets, whether as a going concern or as part of 

bankruptcy, liquidation, or similar proceeding, in which Personal Data held by Us 

about our Users is among the assets transferred. 

 

 

 

l. For other purposes: We may use Your information for other purposes, such as 

data analysis, identifying usage trends, determining the effectiveness of our 

promotional campaigns and to evaluate and improve our Services, products, 

services, marketing and Your experience. 
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Disclosure of Your Personal Data 

 
We may disclose aggregated information about our Users without restriction, and We 

may share Your information (including Personal Data) in the following situations: 

 

a. With Service Providers: We may share Your Personal Data with Service 

Providers to monitor and analyze the use of Our Services and support 

Our business. 

 

b. For business transfers: We may share or transfer Your Personal Data in 

connection with, or during negotiations of, any merger, sale of Company assets, 
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financing, or acquisition of all or a portion of Our business or assets to another 

person or entity. 

 

c. With Affiliates: We may share Your information with Our affiliates, in which case 

We will require those affiliates to honor this Privacy Policy. Affiliates include 

Our parent company and any other subsidiaries, joint venture partners or 

other companies that We control or that are under common control with Us. 

 

d. With business partners: We may share Your information with Our business 

partners to offer You certain products, services or promotions. 

 

e. With other Users: When You share Your information or otherwise interact in the 

public areas of the Services with other Users, such information may be viewed 

by all Users and may be publicly available and distributed. If You interact with 

other Users or register for the Services through a Third-party Social Media 

Service, Contacts who are already using DoraHacks Services, such as hackathon 

organizers, bounty funders, grant DAO ecosystems, and grant round organizers, 

will have access to view the profiles and contact information of hackers and BUIDL 

team members. This may include seeing Your name, profile information, pictures, 

and a description of Your activity. Similarly, other Users may be able to view 

descriptions of Your activity, communicate with You and view Your profile. 

 

f. For compliance purposes: We may disclose Your information to comply with any 

court order, law or legal process (including to respond to any government or 

regulatory request); to enforce or apply our Terms of Use available at https:// 

dorahacks.io/legal/terms); to exercise or defend legal claims; to prevent or 

investigate possible wrongdoing 

in connection with the Services; or if We believe disclosure is necessary or 

appropriate to protect or defend the rights, property or safety of Company 

or others. 

 

g. To fulfill the purpose for which You provide it. 

 

h. With Your consent: We may disclose Your information for any other purpose not 

explicitly listed above with Your consent. 

 

 

 

Transfer of Your Personal Data 

 
a. Your information, including Personal Data, is processed at the Company’s 

operating offices and in any other places where the parties involved in the 

processing are located. Such information may be transferred to and maintained 

on computers located outside of Your state, province, country or other 

governmental jurisdiction where applicable data protection laws may differ from 

those from Your jurisdiction. 

 

b. Your submission of such information to Us represents Your agreement to 

that transfer. 
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c. The Company will take all steps reasonably necessary to ensure that Your data is 

treated securely and in accordance with this Privacy Policy. Additionally, please 

note that Our team members are located in multiple countries, which may result 

in the processing of Your Personal Data in more than one country. Furthermore, 

certain data (including Personal Data) may be processed by cloud providers, 

and their servers may be located in different countries. However, regardless of 

the location of data processing, no transfer of Your Personal Data will occur to 

another country without adequate controls in place to address the security of 

Your Personal Data and other Personal Data. 

 

 

 

 

Your Rights 

 
We are committing to providing You rights to Your Personal Data to the extent 

required by law.  This may include the following: 

 

The right to know what Personal Data We have collected; 

The right to access and obtain copies of the Personal Data We have collected; 

The right to deletion of Your Personal Data subject to certain exceptions; 

The right to correct Your Personal Data; and 

The right to object or opt-out of or limit certain processing of Your Personal Data;  

 
If You wish to exercise such rights, please email us at support@dorahacks.com.  We 

will respond to the extent and within the time required by applicable law and reserve 

the right to refuse or deny a request in whole or in part.  We may request that You 

provide us certain information to verify Your identity.  You may also have the right to 

use an authorized agent to make a request on Your behalf, provided that We may 

request certain information to confirm that such agent is authorized to act on Your 

behalf.  

 

You may have additional rights if You are a resident of the European Union or United 

Kingdom – please see the EU-UK Notice set forth below.  If You are a California 

resident, please see our California Privacy Notice below.  If You are resident of 

another state in the United States that has a privacy law, please see our US State 

Supplement below.  You can exercise Your rights under those laws by emailing Us at 

support@dorahacks.com.  

 

Retention of Your Personal Data 

 
a. The Company will retain Your Personal Data only for as long as is necessary for 

the purposes set out in the Privacy Policy. We will retain and use Your Personal Data 

to the extent necessary to comply with Our legal obligations (for example, if We are 

required to retain Your Personal Data to comply with applicable laws), resolve 

disputes, and enforce Our legal agreements and policies. We may retain Your 

Personal Data for a longer period in the event of a complaint or if We reasonably 

believe there is a prospect of litigation in respect to Our relationship with You. 

 

b. To determine the appropriate retention period for Personal Data, We consider the 

amount, nature and sensitivity of the Personal Data, the potential risk of harm from 

unauthorized use or disclosure of Your Personal Data, the purposes for which We 

process Your Personal Data and whether We can achieve those purposes through 

other means, and the applicable legal, regulatory, tax, accounting or other 

requirements. 

 

c. The Company will also retain Usage Data for internal analysis purposes. Usage 
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Data is generally retained for a shorter period of time, except when this data is used 

to strengthen the security or to improve the functionality of Our Services, or We are 

legally obligated to retain this data for longer time periods. 

 

Security of Your Personal Data 

 
The security of Your Personal Data is important to Us, but remember that no method of 

transmission over the Internet, or method of electronic storage is 100% secure. While 

We strive to use appropriate technical and organizational measures to protect Your 

Personal Data, We cannot guarantee its absolute security. 

 

 

 

Links to Other Websites 

 
Our Services may contain links to other websites that are not operated by Us. If You 

click on a third party link, You will be directed to that third party’s site. We strongly 

advise You to review the privacy policy of every site You visit. We have no control over 

and assume no responsibility for the content, privacy policies or practices of any third 

party sites or services. 

 

 

 

Changes to this Privacy Policy 

 
We may update Our Privacy Policy from time to time. We will notify You of any changes 

by posting the new Privacy Policy on this page. We may let You know via email and/or a 

prominent notice on Our Services, prior to the change becoming effective and update 

the “Last updated” date at the top of this Privacy Policy. You are advised to review 

this Privacy Policy periodically for any changes. Changes to this Privacy Policy are 

effective when they are posted on this page. Your continued use of the Services after 

We make changes to the Privacy Policy is deemed to be acceptance of those changes. 
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Contact Us 

 
If You have any questions about this Privacy Policy (including the EU-UK Notice 

below), You can contact Us at support@dorahacks.com. 

mailto:support@dorahacks.com
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Notice to EU and UK Data 

Subjects 

 

 
The terms of this “Notice to EU and UK Data Subjects” (“EU-UK Notice”) and rights 

granted hereunder apply solely to individuals located in the European Economic 

Area or the United Kingdom. Any terms not defined in this EU-UK Notice shall have 

the meaning ascribed to them in the Privacy Policy. For purposes of this EU-UK 

Notice, the Company is the controller and responsible for Your Personal Data. The 

registered office of the Company is located at 4th Floor, Water’s Edge Building, 

Meridian Plaza, Road Town, Tortola, VG1110, British Virgin Islands. 

 

Collection, Use, Disclosure and Transfer of Personal Data 

 

We may collect, use and disclose Your Personal Data in accordance with the Privacy 

Policy. If We transfer Your Personal Data to countries outside of the European 

Economic Area or the United Kingdom, We will ensure that such data is transferred in 

accordance with the Privacy Policy and this EU-UK Notice, and as permitted by the 

applicable laws on data protection. 

 

Legal Basis for Processing 

 

We are required to inform You of the legal basis of Our processing of Your Personal 

Data, which is described in the table below. Our basis varies depending on the specific 

purpose for which We use Personal Data. If You have questions about the legal basis 

under which We process Your Personal Data, contact Us at support@dorahacks.com. 

 

 

Processing Purpose Legal Basis 

 

To communicate with You These processing activities constitute Our legitimate business 

interests and the interests of Our customers. We consider 

To optimize Our platform 

 

For compliance with legal obligations, fraud 

detection and prevention, and safety 

 

To provide and improve Our Services 

and balance any potential impacts on You (both positive and 

negative) and Your rights before We process Your Personal Data 

for Our legitimate interests. We do not use Your Personal Data 

for activities where Our interests are overridden by any adverse 

impact on You (unless We have Your consent or are otherwise 

required or permitted to by law). 

 
 

With Your consent Where our use of Your Personal Data is based upon Your 

consent, You have the right to withdraw it anytime in the manner 

indicated in the Services or by contacting Us at 

support@dorahacks.com. 

 

mailto:support@dorahacks.com
mailto:support@dorahacks.com


DORAHACKS PRIVACY POLICY 16  

Your Rights 

 

Under the GDPR, You have the below rights regarding Your Personal Data, and You 

may ask Us to take the following actions in relation to Your Personal Data that We hold: 

 

a. Access. You have the right to access Your Personal Data and confirm if We are 

processing it and the purposes of the processing. 

 

b. Correct. You have the right to update or correct inaccuracies in Your 

Personal Data. 

 

c. Delete. You have the right to ask Us to delete Your Personal Data, which may 

be exercised, among other reasons, (a) when Your Personal Data is no longer 

necessary for the purposes for which it was collected or otherwise processed; 

(b) when You withdraw consent from the purposes for which We processed it 

and where We have no other legal ground for processing; (c) when You object to 

processing and We have no overriding legitimate grounds for the processing; or 

(d) when Your Personal Data has been unlawfully processed. 

 

d. Restrict. You have the right to restrict the processing of Your Personal Data, 

including where the processing is unlawful or when the accuracy of Your Personal 

Data is contested. 

 

e. Data Portability. You have the right to data portability of Your Personal Data, 

where technically feasible, including the right to transfer a machine-readable 

copy of Your Personal Data to You or a third party of Your choice. 

 

f. Object. You have the right to object to Our processing of Your Data, including 

processing for direct marketing purposes, and Our reliance on Our legitimate 

interests as the basis of Our processing of Your Personal Data. 

 

g. Opt-out. You have the right to opt-out of receiving direct 

marketing communications which You have previously consented to 

receive. However, We may continue to send You Services-related and other 

non-marketing communications. 

 

You can exercise Your rights outlined above and submit these requests by email 

to support@dorahacks.com. Please include a detailed description of the right that 

You are exercising and the action that You are requesting that We take. We may 

request specific information from You to help Us confirm Your identity and process 

Your request. Applicable law may require or permit Us to decline Your request. If We 

decline Your request, We will provide an explanation, subject to legal restrictions. 

If You would like to submit a complaint about Our use of Your Personal Data or 

response to Your requests regarding Your Personal Data, You may contact Us 

at support@dorahacks.com. 

 

While We encourage You to contact Us directly and allow Us to work with You to 

address Your concerns, You also have the right to lodge a complaint before the Data 

Protection Authority in the EU Member State where You reside, work or the place of 

mailto:support@dorahacks.com
mailto:support@dorahacks.com
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the alleged infringement. For the United Kingdom You can contact the Information 

Commissioner Office (https://ico.org.uk). 

 

Retention of Your Personal Data 

 

a. The Company will retain Your Personal Data only for as long as is necessary for 

the purposes set out in the Privacy Policy. We will retain and use Your Personal 

Data to the extent necessary to comply with Our legal obligations (for example, 

if We are required to retain Your Personal Data to comply with applicable laws), 

resolve disputes, and enforce Our legal agreements and policies. We may retain 

Your Personal Data for a longer period in the event of a complaint or if We 

reasonably believe there is a prospect of litigation in respect to Our relationship 

with You. 

 

b. To determine the appropriate retention period for Personal Data, We consider the 

amount, nature and sensitivity of the Personal Data, the potential risk of harm 

from unauthorized use or disclosure of Your Personal Data, the purposes for which 

We process Your Personal Data and whether We can achieve those purposes 

through other means, and the applicable legal, regulatory, tax, accounting or 

other requirements. 

 

c. The Company will also retain Usage Data for internal analysis purposes. Usage 

Data is generally retained for a shorter period of time, except when this data is 

used to strengthen the security or to improve the functionality of Our Services, or 

We are legally obligated to retain this data for longer time periods. 

 

 

 NOTICE TO CALIFORNIA RESIDENTS 

 

 IF You are a California resident, You may have additional rights as set forth 

below.  

  

Privacy Rights for California Minors in the Digital 

World 

 California Business and Professions Code Section 22581 permits California 

residents under the age of 18 to have the right to view, correct and request 

the removal of content or information they have posted to the Website or 

Services.  This request can be made by emailing Us at 

support@dorahacks.com. 

  

 California Shine the Light Law 

 

California Civil Code Section 1798.83 permits users who are California 

residents to request certain information regarding our disclosure of Personal 

Data to third parties for their direct marketing purposes. We do not share our 

user’s Personal Data with unaffiliated third parties for their own direct 

marketing purposes. For inquiries regarding our disclosure policy, please 

https://ico.org.uk/
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send Us an email to support@dorahacks.com. 

 

California Consumer Privacy Act (“CCPA”) 

 

Notice at Collection:  If You are a resident of the State of California, this 

serves as a notice at collection and a description of the categories of Personal 

Data We collect and have collected over  the past 12 months, the purpose of 

the collection, the source of the information, whether it is sold or shared, and 

whether it is disclosed to third parties for business purposes.  We note our 

policies regarding retention in the section entitled Retention of Your Personal 

Data. 

 

See Use of Your Personal Data for the purposes of the collection, Sources of 

Your Personal Data for the sources, and Disclosures of Your Personal Data for 

disclosures. 

 

The following are the categories collected:  

 

Identifiers and Personal Information categories listed in the California 

Customer Records statute (Cal. Civ. Code § 1798.80(e)): username, display 

name, email, age or birth year/month and government identification (where 

needed for KYC), country/region, account IDs, platform IDs, authentication 

tokens, hashed passwords.  

 

Commercial information:  payments and transaction information. 

 

Internet or other electronic network activity information: Usage Data. 

 

Geolocation data:  [describe].
1

 

 

 We do not currently “sell” Personal Data, as We interpret that term under 

California law.  We also do not “share” Personal Data for purposes of cross-

context behavioral advertising.
2

   We also do not collect sensitive Personal 

Data  for purposes of inferring characteristics about You.  We also do not use 

 

1

 Note to Client: Please confirm if any of the following is collected: biometric data; protected 

classification (e.g., age, race, gender, national origin, sexual orientation); professional or employment 

information; education information; inferences drawn from any of the information to create a profile 

about a consumer reflecting the consumer’s preferences, characteristics, psychological trends, 

predispositions, behavior, attitudes, intelligence, abilities, and aptitudes; or sensitive personal 

information (defined to include: (A) A consumer’s social security, driver’s license, state identification 

card, or passport number. (B) A consumer’s account log-in, financial account, debit card, or credit 

card number in combination with any required security or access code, password, or credentials 

allowing access to an account. (C) A consumer’s precise geolocation. (D) A consumer’s racial or ethnic 

origin, citizenship or immigration status, religious or philosophical beliefs, or union membership. (E) 

The contents of a consumer’s mail, email, and text messages unless the business is the intended 

recipient of the communication.  (F) A consumer’s genetic data.  (G) (i) A consumer’s neural data. (ii) 

“Neural data” means information that is generated by measuring the activity of a consumer’s central 

or peripheral nervous system, and that is not inferred from nonneural information. (2) (A) The 

processing of biometric information for the purpose of uniquely identifying a consumer. (B) Personal 

information collected and analyzed concerning a consumer’s health. (C) Personal information 

collected and analyzed concerning a consumer’s sex life or sexual orientation.  If you collect any of 

this information, you should add “Sensitive Personal Information” to the list of categories and the type 

of sensitive personal information collected. 

2

 Note to Client: Please confirm this. 
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ADMT in a manner that is subject to the opt-out and access rights under the 

CCPA. 

 

You have the following rights under California law: 

 

(A) The right to know what Personal Data We have collected about You, 

including the categories of Personal Data, the categories of sources from 

which the Personal Data is collected, the business or commercial purpose for 

collecting, selling, or sharing Personal Data, the categories of third parties to 

whom We disclosed Personal Data, and the specific pieces of Personal Data we 

have collected about You. 

(B) The right to delete Personal Data that the We collected from You, subject 

to certain exceptions. 

(C) The right to correct inaccurate Personal Data that We maintain about Yo. 

(D) If We sell or share Personal Data, the right to opt out 

of the sale or sharing of their Personal Data by Us. 

(E) If the We use or disclose sensitive Personal Data for certain reasons,  the 

right to limit the use or disclosure of sensitive personal 

information by Us. 

(F) Effective April 1, 2027, if We use Automated Decisionmaking Technology 

(“ADMT”)  for certain purposes as set forth in the CCPA, the right to opt-out of 

ADMT and the right to access ADMT; and  

(H) The right not to be retaliated against for exercising privacy rights 

conferred by the CCPA, including when a consumer is an applicant to an 

educational program, a job applicant, a student, an employee or an 

independent contractor. 

 

• Nevada 

 

Nevada residents who have purchased goods or services from Us may opt out 

of the “sale” of “covered information” for monetary consideration to a person 

for that person to license or sell such information to additional persons. 

“Covered information” includes first and last name, address, email address, 

and phone number, or an identifier that allows a specific person to be 

contacted either physically or online.  We do not believe We are engaged in 

the sale of covered information under Nevada law; however, if You are a 

Nevada resident who has purchased goods or services from Us, You may 

submit a request to record Your preference to opt out of future sales by 

emailing Us at support@dorahacks.io. 

 

US STATE SUPPLEMENT 

Depending on the US State in which You reside, You may have one or more of 

the following rights: 

 

1. To confirm whether or not We are processing Your Personal Data and to 

access such Personal Data; 

2. To correct inaccuracies in Your Personal Data, taking into account the 

nature of the personal data and the purposes of the processing of the 

personal data; 

3. To delete Your Personal Data; 
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4. To obtain a copy of Your Personal Data You provided Us in a portable and, 

to the extent technically feasible, readily usable format that allows You to 

transmit the data to another controller without hindrance, where the 

processing is carried out by automated means; 

5. To opt out of the processing of Your Personal Data for purposes of targeted 

advertising, the sale of personal data and certain profiling; 

6. To request a list of the categories of third partes to which We have 

disclosed Your Personal Data; 

7. To request a list of the specific third parties to which We have disclosed 

Personal Data; 

8. To appeal a decision We have made in connection with Your privacy rights 

request; 

9. To opt out of profiling in furtherance of decisions that produce legal or 

similarly significant effects concerning the consumer (which may be limited to 

solely automated decisions depending on Your state of residency);  

10. To not be discriminated against for exercising Your privacy rights under 

these laws; and 

11. To revoke Your consent to data processing. 

 

This list is not exhaustive, and residents of states not included. above may 

have additional rights relating to privacy and their Personal Data 
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